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• Compliance Management

• Data Protection – TechnologyAgenda



Compliance Management 

Simplify compliance and reduce risk



Shared responsibility model

Customer management of risk
Data classification and data accountability

Shared management of risk
Identity & access management | End point devices

Provider management of risk
Physical | Networking

Cloud customer Cloud provider

Responsibility On-Prem IaaS PaaS SaaS

Data classification

and accountability

Client & end-point

protection

Identity & access

management

Application

level controls

Network controls

Host infrastructure

Physical security



Microsoft 

Compliance Manager 

use cases

Data protection baseline
Implement baseline technical, procedural, and people 

controls to protect your data

IT risk management
Assess and monitor risks in Office 365 and Intune

Regulatory compliance
Assess and maintain controls for data protection 

regulations (e.g. GDPR, CCPA)

Audits and control assessments
Demonstrate control effectiveness to internal and 

external auditors



Microsoft Compliance Score
Simplify compliance and reduce risk

Intuitive management
Intuitive end-to-end compliance management from easy 

onboarding to control implementation

Scalable assessments
Leverage vast out of the box assessment library to meet your 

unique requirements

Built-in automation
Intelligent automation to reduce risk: compliance score, control 

mapping and continuous assessments

Source: https://compliance.microsoft.com

https://compliance.microsoft.com/


Data Protection - Technology

How Microsoft supports Data Protection



Data Protection Addendum (DPA) – Encryption I/II

Disclosure of Processed Data



Data Protection Addendum (DPA) – Encryption II/II

Data Security- Data Encryption



Data Encryption Families

Data Encryption in Transit Data Encryption at Rest Data Encryption in Use

Data in transit (in motion) is 

any data transmitted over the 

network. This includes data 

transmitted over an internal 

network using wired or

wireless methods and data 

transmitted over public 

networks such as the internet.

Microsoft implementation:

• Transport Layer Security 

(TLS)

• Message and File 

Encryption

Data at rest is any data stored 

on media such as system hard 

drives, external USB drives, 

storage are networks (SANs), 

and backup tapes.

Microsoft implementation:

• Disk Encryption 

(BitLocker/DMCrypt)

• Service Encryption

• Message and File 

Encryption

Data in use refers to data in 

memory or temporary storage 

buffers, while an application is 

using it. Because an 

application can’t process 

encrypted data, it must 

decrypt it in memory.

Microsoft implementation:

• Database Encryption

• Azure Confidential 

Computing

• Homographic Encryption

(experimental)

https://docs.microsoft.com/en-us/compliance/assurance/assurance-encryption

https://docs.microsoft.com/en-us/compliance/assurance/assurance-encryption


Types of Encryption Keys

Microsoft Managed Keys
Bring Your Own Key 

(BYOK)
Hold Your Own Key 

(HYOK)

Microsoft manages cloud keys 

on customers behalf; easiest to 

set up, but still highly secure, 

suitable for most small and 

medium organizations.

There is no impact on our 

services and all functions work 

as expected.

Customer manages its own 

cloud keys, but shares access 

with Microsoft to permit 

malware scanning, indexing, 

compliance (e.g., eDiscovery), 

emergency recovery; more 

expensive, requires more 

customer tech skills, but can 

aid compliance with data 

protection laws (e.g., GDPR, 

HIPAA).

There is no impact on our 

services and all functions work 

as expected.

Customer retains exclusive 

control on its own premises of 

keys used for top secret subset 

of its information (1% or 2%), 

while continuing to use cloud 

keys for other sensitive 

information; imposes extra 

cost and extra risk (because 

blocks cloud scanning for 

malware and compliance), but 

may be required by some 

customers.

There is an impact on the 

services, as data no longer 

readable (accessible)!



Data Encryption Layers

Datacenter SecurityClient Security



Protect Your Data: Information Protection

14

Customize protection policies based on data sensitivity

Built-in experiences

Integrated natively into Office apps, Office 365 services 

and 3rd-party services

Broad coverage

Protect sensitive information across devices, apps, on-

premises file repositories and cloud services

Flexible labeling options

Choose between automatic labeling, manual end-user 

driven labeling or recommended labeling



15

Protect
Apply labels to identify sensitive or proprietary data

Customizable Manual or Automated Labels 

Persists as container meta-

data or file metadata 

Enables protection policies 

like DLP based on labels

Label data at rest, data in 

use, or data in transit

Extensible: readable by other 

systems 



Typical Data Encryption Needs
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Unencrypted Data

There is no internal or external regulation require a 
customer to encrypt those data at rest or even in transit.

Microsoft Key

There is a need to encrypt data to support specific use 
cases (e.g. control internal access, collaboration with 
external partners…).

Bring Your Own Key

There are specific internal or external (e.g. regulation) 
requirements to control data access.

Double Key Encryption

Top secret data where you can’t trust the provider.
%-2%



Encryption on Dynamics 365 / SQL Databases
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Data in Transit

• TLS 1.2 from Client to Service; inside the Microsoft datacenters

Data at Rest

• Field-level data encryption
Standard Microsoft SQL Server cell level encryption for a set of default entity attributes that contain sensitive 
information (e.g. usernames, email passwords,…)

• Microsoft SQL Server Transparent Data Encryption (TDE)
Real-time encryption of data when written to disk (at rest). By default, Microsoft stores and manages the 
database encryption keys. The manage keys feature in the Dynamics 365 Administration Center gives 
administrators the ability to self-manage the database encryption keys that are associated with instances of 
Dynamics 365 (BYOK).

Encryption in Microsoft Dynamics 365 - Microsoft 365 Compliance | Microsoft Docs

https://docs.microsoft.com/en-us/microsoft-365/compliance/office-365-encryption-in-microsoft-dynamics-365?view=o365-worldwide


Servers

18

Azure Disk Encryption

• Windows Servers

• BitLocker (full volume encryption)

• Linux

• DMCrypt (full volume encryption)

Encryption keys and secrets are safeguarded in Azure KeyVault.

Azure encryption overview | Microsoft Docs

https://docs.microsoft.com/en-us/azure/security/fundamentals/encryption-overview



